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PowerShell can manipulate and convert binary byte arrays, which is important for malware analysis, interacting with TCP
ports, parsing binary log data, and a myriad other tasks. This article is a collection of PowerShell functions and notes for
manipulating byte data. All the code here is in the public domain. If you find an error or have a suggested addition, please §
a comment! The intention is to create a one-stop shop for PowerShell functions related to byte arrays and binary file handli
it's best to assume that the functions here all require PowerShell 2.0 or later.

Background: Byte Array Issues

Handling byte arrays can be a challenge for many reasons:

« Bytes can be arranged in big-endian or little-endian format, and the endianness may need to be switched by
one's code on the fly, e.g., Intel x86 processors use little-endian format internally, but TCP/IP is big-endian.

+ A raw byte can be represented in one's code as a .NET object of type System.Byte, as a hexadecimal string,
in some other format, and this format may need to be changed as the bytes are saved to a file, passed in as
argument to a function, or sent to a TCP port over the network.

+ Hex strings can be delimited in different ways in text files ("OxA5,0xB6" vs. "WAS\B6" vs. "A5-BB") or not
delimited at all ("A5B6").

« Some cmdiets inject unwanted newlines into byte streams when piping.
« The redirection operators (> and >>) mangle byte streams as they attempt on-the-fly Unicode conversion.
- Bytes which represent text strings can encode those strings using ASCII, Unicode, UTF, UCS, etc.

- Newline delimiters in text files can be one or more different bytes depending on the application and operating
system which created the file.

« Some NET classes have unexpected working directories when their methods are invoked, so paths must be
resolved explicitly first.

+ Stdin and StdOut in PowerShell on Windows are not the same as in other languages on other platforms, whi
can lead to undesired surprises. ‘

. Manépuléiing very large arrays can lead to performance problems if the arrays are mishandled, e.g., not usin
[Ref] where appropriate, constantly recopying to new arrays under the hood, recasting to different types
unnecessarily, using the wrong .NET class or cmdiet, efc.
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SystemByte v B . S e

Ali variables in PowerShell are NET objects, including 8-bit unsigned integer bytes. A byte object is an object of type
System.Byte in the .NET class library, hence, it has properties and methods accessible to PowerShell (you can pipe them i
get-member). To create a single Byfe object or an array of Byfes:

= Ox4D

Sy = 0x4D, 0x5A, 0290, 0x00, 0x03

If you don't cast as a [Byte] or [Byte[]] array, then you'll accidentally get integers. When in doubt, check the type with get-
member.

If you want your array to span muitiple lines and include comments, that's OK with PowerShell, and remember that you car
simply paste the code into your shell, you don't always have to save it to a script file first, hence, you can simply copy the
following code and paste it into your shell, il work as-is:

Bitwise Operators (AND, OR, XOR)

PowerShell includes support for some bit-level operators that can work with Byfe objects: binary AND (-band), binary OR {-
bor) and binary XOR (-bxor). See the about_Comparison_QOperators help file for details, and also see the tormat operator {
for handling hex and other formats. PowerShell 2.0 and later supports bitwise operators on 64-bit integers too.

Bit Shifting ()

There are no built-in operators for bit shifting yet, but you can get functions for that here at Joel Bennett's site.

Get/Set/Add-Content Cmdilets

The following PowerShell cmdiets will take an "-encoding byte” argument, which you will want to use whenever manipulatir
raw bytes with cmdiets in order to avoid unwanted on-the-fly Unicode conversions:

« Get-Content
« Set-Content
» Add-Content

The Out-File cmdlet has an -Encoding parameter too, but it will not take "byte” as an argument. The redirection operators (
and ">>") actually use Out-File under the hood, which is why you should not use redirection operators (or Out-File) when
handling raw bytes. The problem is that PowerShell often tries to be helpful by chomping and converting piped string data i
lines of Unicode, but this is not helpful when you wish to handle a raw array of bytes as is.

To read the bytes of a file into an array:

[byte 1] Sx = get-content -encoding byte -path .\file.exe

To read only the first 1000 bytes of a file into an array:
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<o

calcount 100

However, the performance of get-content is horrible with large files. Unless you are reading less than 200KB, don't use get
content, use the get-filebyte function below.

The same is not true, though, for set-content and add-content; their performance is probably adequate for even 5MB of dat
but the write-filebyte function below is still much faster when working with more than 5VB.

Remember that you can't pipe just anything into set-content or add-content when using byte encoding, you must pipe objec

of type System. Byte specifically. You will often need to convert your input data into a System.Byte[] array first (and there ar
functions below for this).

To overwrite or create a file with raw bytes, avoiding any hidden string conversion, where $x is a Byte/[] array:

selt-con

L -value $x -encoding byte

B
{

it
o]

sath . \outfile,exe

To append to or create a file with raw bytes, avoiding any hidden string conversion, where $xis a Byfef] array:

add-

& Sx -encoding b

path .\outfile.exe

Reading The Bytes Of A File Into A Byte Array

To quickly read the bytes of a file into a Byfe[] array, even if the file is megabytes in size:

Syatvem.Bytel[] of the file contents.

we file as a string or as System.IO.Filelnfo object.

> obiect can be piped into the functicon. Path as a

»or absolute, but cannot be piped.

FHEE R R R R AR R

FhEELE

rue, ValueFromPipelineByPropertyName = $True) ]

Writing Byte Array To File

To write a Bytef] array in memory o a new file or to overwrite an existing file (use the Add-Content cmdlet if you simply wat
to append):

‘ileByte |

# Overwrites or creates a file with an array of raw bytes.

http://www.sans.org/windows-security/2010/02/11/powershell-byte-array-hex-convert ~ 13/1 2/2011



PowerShell Byte Array And Hex Functions Page 4 of 13

to put into

pipe the

System

oY

§ Path as a string can b apsolute, or a

# o0 iE the file 1is in

7 S?Wd"

~like Y, \*"Y 4

~replace "M\J\LT,

}

Convert Hex String To Byte Array

You will often need to work with bytes represented in different formats and to convert between these formats. And sometin
you'll have source code written in other programming languages that contain the equivalent of Byfe[] arrays which you wan
extract and convert into something more PowerShell-malieable, which is not hard if you paste that code into a here-string
your shell and then convert that string into a Byfe[] array.

To extract hex data out of a string and convert that data into a Byfef] array while ignoring whitespaces, formatting or other ¢
~hex characters in the slring:

notion Convert-Hexst

hex data in any of
the following,

or other non-hex

41,0x42,

\xd ] 2\x43\x44

\ 24

L
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ValueFromPiy

wh

any other non-~hex crud.

Y ha=-£0-900\\, x\~\: ] E

4

$String.T¢

Convert Byte Array To Hex

To convert a Byfe[] array info a string containing hex characters in a variety of formats:

the [Ref]

er Width

# Numper aracterns

Limiter

ameter
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.. STG])

¥, 5Delimiter)
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Convert Byte Array To String (ASCII, Unicode or UTF)

To convert a Byfe[] array which encodes ASCII, Unicode or UTF characters into a regular string;

array.

and

you

i ygges ) ]
srrue;

t,ASCITEncoding™ }

ekncoding™ }
3

oding® )

coding' )

Text . .UTF3ZEncoding™ }

AT L LA
LICOA LNy I

Display A File's Hex Dump

There are many hex dumpers, but PowerShell dumpers can be copied into one's profile script, accept piped file objects, an
support parameters like -Width, -Count, -NoOffset and -NoText to hopefully make it more flexible. You can get this as a sta
alone script (Get-FileHex ps1) from the SECS05 zip file if you wish, along with lots of other scripts.

BEEFRERERER RS

W10 Filelnfo ob

ing or

into the funct

string cannot.
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# in output.
i
.

EhEsad
[CmdlethB
;

ramet

—

STrue) |

i
n

in length.

ORGP, Sb # Convert byte to hex, e.q., "F".

Fe{z," 0"y + " " # Pad with zerce to force 2~

¥ 1 bytes in be evenly di

out et
output

because of

218e

counter

AR " R .. PETHRREY
{U:X1Y, slinecounte

L8, "0"y + "h:" # Pad line

unter

# - Increment linecounter, each line repr
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PO p
Spaddedchex™ }

{~not

ddedhex

Toggle Big/Little Endian (With Sub-Widths)

Different platforms, languages, protocols and file formats may represent data in big-endian, little-endian, middle-endian or
some other format (this is also called the "NUXI problem” or the "byte order problem"). if the relevant unit of data within an
array is the single byte, then reversing the order of the array is sufficient to toggle endianness, but if the unit to be swappec
two or more bytes (within a larger array) then a simple reversing might not be desired because then the ordering is change
within that unit too. ideally, a single function could be called muitiple times, if necessary, with different unit lengths on a
chopped up array of byles to achieve the right endianness both within and across units in the original array. However, usuz
you'll probably have just an array of bytes (1 unit = 1 byte) that simply needs to be reversed to toggle the endianness.

each swar

P I
oL

# Cannot

O e rearvs

vou must pipe the [Ref] to the array, bub

urned  {(originally array untouched).

in each unit
PL0G CCUULS

TEY B

lueFromPipeline =

bWidthInByvtes = 1

count ~eg 1 -or $Bytelrrav.count -eg 0} { SByteArray ;
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hinBytes -ne ()

an. even multiple of SubWidthiInBytes!®

noend.

Inject Byte Array Into Listening TCP or UDP Port

As long as we're on the subject of manipulating bytes, sending bytes 1o a listening TCP or UDP port is easy (but processin
responses requires more effort - Lee Holmes has a nice script for it). Since it seems every miscellaneous language has be
used to demonstrate how to run a particular Do$S attack against SMBvZ on some Windows versions, here it is in PowerShe
too for the bandwagon (there's nothing new here, the attack is well-known, it's just a demo for the function):

Sipaddress, [Int32] S$port)

W

zarray, [8

System.Net . Scckets.Tex F Sport) ~ErrorAction "Sil
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col Reg

e Yarel
(BCC)

A e £ (e 2T
e, UZOD, UXG7,

LML.2%X002

, s
Oxdl,Oxde,
Ozdd, 0x20,0

0x32,0%2e, 0x

Ox31,0500, #
Ox32,(

~

(9524

1
P

# Requested

Diale

port

nun

destination host.,

0xdZ, 043, 0x44,

"www.sans.org" -port 1531

Misc Notes

The "OxFF,0xFE" bytes at the beginning of a Unicode text file are byte order marks to indicate the use of little-endian UTF-
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"Ox0D" and "OxOA" are the ASCH carriage-return and linefeed ASCI bytes, respectively, which together represent a Windo
style newline delimiter. This Windows-style newline delimiter in Unicode is "0x00,0x0D,0x00,0x0A". But in Unix-like system
the ASCII newline is just "Ox0A", and older Macs use "0x0D", so you will see these formats too; but be aware that many
cmdlets will do on-the-fly conversion to Windows-style newlines (and possibly Unicode conversion too) when saving back t
disk. When hashing text files, be aware of how the newlines and encoding (ASCH vs. Unicode) may have changed, since ™
same" text will hash to different thumbprints if the newlines or encoding have unexpectedly changed.

What Else?

'm sure there are other byte array functions missing here, so what else should be added? And if you find a bug, please lst
know!
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