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Introduction

 Welcome

07 June2010 -

e Welcome participants to this module

¢ Introduce yourself, and explain your role

e Explain the location of comfort facilitics, tea room etc.

e Mobilc phones turned off

¢ Emergency procedures (where participants are not from that building)
e (Catering arrangements, if provided (lunch etc)

¢ Timing of tea and lunch breaks (around 10.15am, 12.30pm, 3.00pm)

The Objectives of the ITIL® V3* Foundation Certificate in IT Service
Management course are:

e  To gain knowledge of the ITIL® terminology, structure and basic concepts

e To comprehend the core principles of ITIL® practices for IT Service
Management

e To pass the ITIL® V3 Foundation Certificate in IT Service Management
exam

The objectives of the ITIL® V2-V3 Bridging course are:

e To understand which parts of ITIL® are new in version 3

e To understand which parts of ITIL® have changed in version 3
e To Pass the ITIL® v3 Foundation Bridging exam

* ITIL® is a Registered Trade Mark of the Office of Government Commerce in the
United Kingdom and other countries.

Page 5 of 12
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. Course Modules There are 9 modules in this course. They are:
Module 1 Introduction to ITIL® V3
Module 2 Service Management Overview
Module 3 Service Strategy Lifecycle
Module 4 Service Design Lifecycle

Module 5 Service Transition Lifecycle

Module 6 Service Operation Lifecycle

Module 7 Continual Service Improvement Lifecycle
Module & Functions, Roles and Technology
Module 9 Conclusion and Exam

Appendix A ITIL® Glossary

Appendix B Foundation Syllabus
Appendix C  Foundation Sample Exam |
Appendix D Foundation Sample Exam 2
Appendix E  Bridging Syllabus
Appendix F Bridging Sample Exam 1
Appendix G Bridging Sample Exam 2
Appendix H  Sample SLA

Appendix J  The Service Design Package
Appendix K Requests by Lifecycle Stage
Appendix L Exercises

Appendix M ITIL® Cheat Sheet
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Learning Outcomes
_ Service At the end of Module 2 ~ Service Management Overview, you will be able to:
. Management ) ]
Overview e Describe the concept of Good Practice (ITILFNDO1 01-01)
Learning ¢ Define and explain the concept of a Service (ITILFNDO1 01-02)

Outcomes . ]
e Definc and explain the concept of Service Management

(ITILFNDO1 01-03)

o Define and distinguish between Functions, Roles and Processes
(ITILFNDO1 01-04)

e Explain the process model (ITILFNDO1 01-05)

o List the characteristics of processes (Measurable, Specific results,
Customers, and Responds to a specific event) (ITILFNDOI 01-05)

¢ Briefly explain the Service Lifecycle (ITILFND02 02-02)

e Describe the structure, scope, components and interfaces of the ITIL®
Library

_ Service Strategy At the end of Module 3 — Service Strategy Lifecycle, you will be able to:
. Lifecycle

.. Learning e Account for the main goals and objectives of Service Strategy
Outcomes (ITILFNDO2 02-03)

Generic Concepts and Definitions

Resources Capabilities and Assets (ITILFND03 03-02/34)

Utility and Warranty (ITILFNDO03 03-01)

Service Portfolio (ITILFNDO03 03-03)

Service Catalogue (Business Service Catalogue and Technical Service
Catalogue) (ITILFNDO3 03-04)

Business Case (ITILFNDO03 03-04)

ﬁ‘é e Risk (ITILFNDO03 03-07)

Key Principles and Models

e Explain how Service Assets are the basis for Value Creation
(ITILFNDO04 04-02)

e Describe basics of Value Creation through Services

Processes

e State the objectives and basic concepts for:
= Demand Management (ITILFNDO5 04-21)
= (Challenges in managing demand for services
»  Activity- based Demand Management (PBAs)
= Business activity patterns and user profiles
*  Financial Management (ITILFNDOS 04-22)
* Business case (covered in the intro to this section)

07 June, 2010 Page 7 of 12
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- Service Design At the end of Module 4 — Service Design Lifecycle, you will be able to:

Lifecycle . . . .
Learning e Account for the main goals and objectives of Service Design

Outcomes (ITILFNDO02 02-04)
e Bricfly explain what value Service Design provides to the business
(ITTLFNDO2 02-05)

Define

Service Provider (ITILFNDO3 03-09)

Supplier ITILFNDO3 03-10)

Service Level Agreement (SLA) (ITILFNDO03 03-11)
Operational Level Agreement (OLA) (ITILFNDO3 03-12)
Contract (ITILFNDO3 03-13)

Service Design Package (ITILFNDO3 03-14)

Availability (ITILFNDO03 03-15)

Key Principles and Models

e Understand the importance of People, Processes, Products and Partners
for Service Management (ITILFND04 04-03)
e Discuss the five major aspects of Service Design (ITILFND04 04-04)
= Service Portfolio Design
= Identification of Business Requirements, definition of Service
requirements and design of Services
» Technology and architectural design
»  Process design
= Measurement design

Processes

+ Explain the high level objectives, basic concepts, process
activities and relationships for:
= Service Level Management (SLM) (ITILFNDO5 05-31)
o State the objcctives and basic concepts for:
= Service Catalogue Management (ITILFNDO5 05-41)
= Availability Management (ITILFNDO5 05-42)
= Information Security Management (ISM)
: (ITILFNDOS 05-43)
= Supplier Management (ITILFNDO5 05-44)
= (Capacity Management (ITILENDO5 05-45)
= IT Service Continuity Management (ITILFNDO5 05-46)

MO1_INTRODUCTION ITILV3 SG V3.0.00C
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- Service At the end of Module 5 — Service Transition Lifecycle, you will be able to:

Transition i o ) o
Lifecycle e Account for the main goals and objectives of Service Transition

Learning (ITILFNDO2 02-06)
Outcomes e Briefly explain what value Service Transition provides to the business
(ITILFNDO2 02-07)

e Service Knowledge Management System (SKMS) (ITILFNDO3 03-16)
e Configuration Item (CI) ITILFNDO3 03-17)

e Configuration Management System (ITILFNDO03 03-18)

Definitive Media Library (DML) (ITILFNDO3 03-19)

Service Change (ITILFNDO03 03-20)

o Change types (Normal, Standard and Emergency) (ITILFND03 03-21)
e Release Unit (ITILFNDO3 03-22)
e Seven R’s of Change Management (ITILFND03 03-23)
o Release Policy (ITILFND03 03-35)
Processes

e Explain the high level objectives, basic concepts, process activities,
and relationships for:
= Change Management (ITILFND05 05-51)
= Service Assct and Configuration Management (SACM)
(ITILFNDO5 05-52)
e State the objectives, basic concepts and roles for:
= Release and Deployment Management (ITILFNDO5 05-61)
* Knowledge Management (ITILFNDOS5 05-62)

07 June, 2010
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_ Service At the end of Module 6 — Service Operation Lifecycle, you will be able to:

. Operation . L ] _
Lifecycle e Account for the main goals and objectives of Service Operation
Learning (ITILFNDOZ 02-08)

_ Outcomes e Bricfly explain what value Service Operation provides to the business

(ITILENDO2 02-09)

Define

Event (ITILFNDO3 03-24)

Alert (ITILFNDO3 03-253)

Incident (ITILFNDO3 03-26)

Impact, Urgency and Priority (ITILFNDO3 03-27)

Service Request (ITILFNDO3 03-28)

Problem (ITILFNDO03 03-29)

Workaround (ITILFNDO3 03-30)

Known Error (ITILFNDO03 03-31)

Known Error Data Base (KEDB) (ITILFNDO03 03-32)

The role of communication in Service Operation (ITILFNDO3 03-33)

Processes

* Explain the high level objectives, basic concepts, process activities,
and relationships for:
= Incident Management (ITILFNDO5 05-71)
= Problem Management (ITILFNDO5 05-72)
o State the objectives and basic concepts for:
= Event Management (ITILFNDO5 05-81)
= Request Fulfilment (ITILFNDO5 05-82)
= Access Management (ITILFNDOS5 05-83)

L
g Continual At the end of Module 7 — Continual Service Improvement, you will be able to:
. Service .
Improvement e Account for the main goals and objectives of Continual Service
Lifecycle Improvement (ITILFNDO2 02-10)
Learning e Briefly explain what value Continual Service Improvement provides to
Outcomes the business
Define

e Therole of IT Governance across the Service Lifecycle
(ITILFNDO3 03-5)

Key Principles and Models

e Discuss the Plan, Do, Check and Act (PDCA) Model to control and
manage quality (ITILFND04 04-08)
e Explain the Continual Service Improvement Model (ITILFNDO4 04-09)
e Understand the role of measurement for Continual Service
Improvement and explain the following key elements:
(ITILFNDO4 04-10)
= Business value
= Baselines
= Types of metrics (technology metrics, process metrics, service
metrics)

M01_INTRODUCTION ITILV3 SG V3.0.D0C
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Functions, At the end of Module 8 — Functions, Roles and Technology, you will be able
' Roles and to:
echnology
Learning Functions
Outcomes o Explain the role, objectives, organisational structures, staffing and

metrics of:
= The Service Desk function (ITILFND06 06-01)
e  State the role, objectives and organisational overlap of:
(ITILFNDOG6 06-02)
». The Technical Management function
= The Application Management function
= The IT Operations Management function (IT Operations
Control and Facilitics Management)

Roles

e Account for the role and the responsibilities of the
*  Process owner (ITILFNDO7 07-01)
»  Service owner (ITILFND07 07-01)
e Recognise the RACI model and explain its role in determining
organisational structure. (ITILFND07 07-02)

Technology

e List some generic requirements for an integrated set of Service
Management Technology

e Understand how Service Automation assists with integrating Service
Management processes (ITILFNDOS 08-02)

07 June, 2010  Page 110f12
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At the conclusion of the Foundation course, there is an exam:

1 hour

40 qucstions

26 correct to pass
Closed book

Exam syllabus is in the attachments

At the end of each module, the parts of the syllabus which have been

covered are listed

At the conclusion of the Foundation Bridging course, there is an exam:

¥ hour

20 questions

13 correct to pass
Closed book

Exam syllabus is in the attachments

At the end of each module, the parts of the syllabus which have been

covered are listed

UCTION ITILV3 SG V3.0.D0C
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About ITIL®

This is the Service Management Overview Module.

What is ITIL® ITIL® is the IT Infrastructure Library and is defined as:

e A library — a set of 5 books make up the ITIL® library

e A framework
e Business focused

e Used by organisations worldwide

e A body of knowledge

ITIL® The growth in interest and adoption of the ITIL® process model has
Development developed significantly since its first introduction in Europe in the early
1990’s. In Australia, this interest began in the late 1990’s and is

continuing to grow exponentially.

l 1989 — publication of first ITIL elements ‘
1 Early 1880s — maturity and growth in Europe g
Mid 1990°s ~ ITIL first introduced into Aus. ’f'
;i Late90's - ITH. mvise};f{ version 2}

o

; A
! e 2007 ITHL revised j
|y again-version 3

Figure 1 — ITIL® Development Timeline

" Page50f16
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Service Management as a Practice

Good Practice  Good practice is the application of knowledge, experience, industry
practices, research, training (and other sources), into a business. It is
good practice to take information and guidance from all of these sources
and then apply that into the management of IT in order to provide the
best services to the customer.

Each organisation will apply this knowledge differently, because each
organisation is different, and each industry is different.

Organisations:

e Operate in a dynamic environment

e Need to be always ready to adapt

e Trade off between maintaining stability and moving quickly

e Creates a need to benchmark, but every organisation is different

e Sources for ideas and measures include:
- Standards
- Internal experience
+ Industry practices
- Training and education

»  Academic research

Good Practice e T B

; N/ intemal 7 Indu stw "Trammgéﬁé ) / "Acadamv:

¢ H g E i | 2
Diagram ¢ Starzdards /N Experience s ' Practrces " Education / ' Research .
A e \ gl «w;;;{:*- i i s fh gl B il WWW

; et
i

Figure 2 - Good Practice
Refer to ITIL® V3 Core Publications /
$S, SD, ST, SO, CS11.2.2

Page6of 16 " M02_SERVICE MANAGEMENT OVERVIEW SG V3.0.00C
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1T Service A service 1s a means of delivering value to customers by facilitating
outcomes customers want to achieve without the ownership of specific
costs and risks.

An IT service, used in support of business processes, is constructed from
a combination of I'T assets and externally provided “underpinning”
services.

IT Service
Diagram

|
:‘ ‘ Figure 3 - IT Service
j«gﬁ Diagram © Crown copyright 2007. Reproduced under licence from OGC

Referto ITIL® V3 Core Publications
SS, SD, ST, SO, CSI2.2.1
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_ IT Service Service Management is a set of specialised organisational capabilities
Management for providing value to customers in the form of services.

The act of transforming resources into services is the core of Service
Management.

JEE BRI

Services

e

P,

 Partners/
Suppliers

R

Figure 4 - IT Service Management

As well as being a set of capabilities, IT Service Management is a
professional practice supported by:

A global community (e.g. the ITSMF)

e Formal education, training, and accreditation schemes (EXIN, ISEB,
APMG)

e Formal standards (ISO 20000)
e Academic research

e Industry best practices

ITSM origins are in traditional service businesses such as airlines,
hotels, banks and phone companies.

Refer to ITIL® V3 Core Publications
SS. SD, ST, SO, CSI 2.1

Page 8 of 16 MO02_SERVICE MANAGEMENT OVERVIEW SG V3.0.00C
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Functions, Functions are units of organisations (often called departments)
IE:);?:Z sasneds specialised to perform certain types of work and responsible for specific
outcomes. In IT, the functions include names such as Network Team,
Desktop, Applications, Infrastructure, etc.

These functions usually define the roles and the associated responsibility
and authority of the individuals involved in the functions.

Processes run across functions, and provide change and transformation
toward a goal, and use feedback for self improvement. As an example,
Change Management is a process which will require the input of a
number of functions in order to be effective. The goal of change
management is to manage change appropriately. In order to meet this
goal, their will need to be input from many different departments or
functions within IT. Processes provide change and transformation toward
a goal, and use feedback for self improvement.

Roles

-~ Functions

* Processes

Figure S — Functions, Roles and Processes

Refer to ITIL® V3 Core Publications
§S2.3,2.6.1,2.6.2,SD 2.3, 3.6.4, ST2.3,502.3,3.1,CSI2.3

07 June, 2010 Page 9 of 16
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Process Model A process takes one or more defined inputs and turns them into defined
outputs. In order to achieve this, a process needs to have Process Control
elements (an owner, a vision and measurements) and Process enablers
(resources and capabilities). ’

Ourier

Feedbeci

Process
Enablers

| Figure 6 - Process Model
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Refer to ITIL® V3 Core Publications
SD 3.6.4 |

Process A Process...
Characteristics

e ...is measurable - it is performance driven

e . .has specific results - there is an identifiable and countable reason
for a process
e ...delivers to customers - there is a stakeholder and/or customer for

every process

e _..responds to a specific event - every process has a traceable trigger

Refer to ITIL® V3 Core Publications
-SS 2.6.2, SD, ST, SO, CS12.3.2

M02_SERVICE MANAGEMENT OVERVIEW SG V3.0.D0C
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ITIL® Service Lifecycle

_ ITIL® Service The ITIL® Service Lifecycle consists of:
Lifecycle

e The ITIL® Core - five publications

e The ITIL® complementary guidance

Figure 7 — ITIL® Service Lifecycle
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Refer to ITIL® V3 Core Publications
$$123,2.5.1,8D 1.23,ST 1.2.3,50 1.2.3,CSI 1.2.3

w=
gervice Strategy The scope of the Service Strategy lifecycle considers:
cope

Business processes and culture

e [T processes and culture

e Understanding customers

e Future changes in requirements

e Understanding competitors and their points of difference

e Understanding value

07 June, 2010 Page 11 of 16
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The Service Strategy publication provides guidance on how to design,
develop and implement Service Management not only as an
organisational capability but as a strategic asset.

Guidance is provided on the principles underpinning the practice of
Service Management which are useful for developing Service
Management policies, guidelines and processes across the ITIL®
Service Lifecycle.

Service Strategy guidance is useful in the context of Service Design,
Service Transition, Service Operation and Continual Service
Improvement. Topics covered in Service Strategy include the
development of markets, internal and external, service assets, service
catalogue, and implementation of strategy through the service lifecycle.

Financial management, Service Portfolio management, organisational
development and strategic risks are among other major topics.

There are five individual aspects of Service Design considered in this
Lifecycle:

e New or changed services

e Service Management systems and tools, especially the Service
Portfolio, including the Service Catalogue

e Technology Architecture and Management Systems
e The processes required

e Measurement methods and metrics

The Service Design publication provides guidance for the design and
development of services and Service Management processes. It covers
design principles and methods for converting strategic objectives into
portfolios of services and service assets.

The scope of Service Design is not limited to new services. It includes
the changes and improvements necessary to increase or maintain value
to customers over the lifecycle of services, the continuity of services,
achievement of service levels, and conformance to standards and
regulations.

It guides organisations on how to develop design capabilities for Service
Management.

M02_SERVICE MANAGEMENT OVERVIEW SG V3.0.DOC
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Scope

| Service

Operation
Scope

07 June, 2010

Service Management Overview

The scope of Service Transition includes:

e The management and coordination of the processes
e Systems and functions to package

e Build, test and deploy a release into production

e Establish the specified service

The Service Transition publication provides guidance for the
development and improvement of capabilities for transitioning new and
changed services into operations.

This publication provides guidance on how the requirements of Service
Strategy encoded in Service Design are effectively realised in Service
Operations while controlling the risks of failure and disruption. The
publication combines practices in release management, programme
management and risk management and places them in the practical
context of Service Management.

It provides guidance on managing the complexity related to changes to
services and Service Management processes, preventing undesired
consequences while allowing for innovation. Guidance is provided on
transferring the control of services between customers and service
providers.

Service Operation is responsible for all ongoing activities required to
support and deliver services. This includes:

e The services themselves

e The service management processes
e Technology

e People

This publication embodies practices in the management of Service
Operations. It includes guidance on achieving effectiveness and
efficiency in the delivery and support of services so as to ensure value
for the customer and the service provider. Strategic objectives are
ultimately realised through Service Operations, therefore making it a
critical capability.

Guidance is provided on how to maintain stability in Service Operations,
allowing for changes in design, scale, scope and service levels.
Organisations are provided with detailed process guidelines, methods
and tools for use in two major control perspectives: reactive and
proactive.
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Managers and practitioners are provided with knowledge allowing them
to make better decisions in areas such as managing the availability of
services, controlling demand, optimising capacity utilisation, scheduling
of operations, and fixing problems. Guidance is provided on supporting
operations through new models and architectures such as shared
services, utility computing, web services and mobile commerce.

Continual CSI addresses three main areas:

Service

Improvement e The overall health of ITSM as a discipline
Scope

¢ The continual alignment of the portfolio of IT services with the
current and future business needs

e The maturity of the enabling IT processes for each service in a
continual service lifecycle model

The Continual Service Improvement publication provides instrumental
guidance in creating and maintaining value for customers through better
design, introduction and operation of services. It combines principles,
practices and methods from Quality Management, Change Management
and Capability Improvement. Organisations learn to realise incremental
and large-scale improvements in service quality, operational efficiency
and business continuity.

Guidance is provided for linking improvement efforts and outcomes
with Service Strategy, Design and Transition. A closed-loop feedback
system, based on the Plan—-Do-Check—Act (PDCA) model specified in
ISO/IEC 20000, is established and capable of receiving inputs for
change from any planning perspective.

Lifecycle
Relationships

Ghimlees inpdsasigstion

Farvice

Design ST

e
Service

Service — ContinialBervice
T
Seeatapy : g nr

2Fervin Forfila
«Fesvios Catague

Figure 8 - Lifecycle relationships
Diagram © Crown copyright 2007. Reproduced under licence from OGC
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Service Management Overview

.

Lifecycle Service Design lifecycle start with a set of new or changed business
gglaé';?“ssg'ps " requirements and ends with a service solution developed to meet the

business need.

This solution is then passed to Service Transition to evaluate, build, test
and deploy.

Once completed, it is then handed over to Service Operation to support
and maintain.

Refer to ITIL® V3 Core Publications
SS,SD, ST,SO01.2.3,2.4.2,CS11.2.3,24.3

Exams

~ Types of Three levels of certification:
Exams

ITIL® Foundation Certificate in IT Service Management

ITIL® Intermediate Certificates in IT Service Management

- Service Management series

- Service Capabilities series

ITIL® Expert in IT Service Management

0

ITIL® Master Qualification

07 June, 2010 " Page 150f 16
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Module Summary

Learning The learning outcomes covered in this module will enable you to:
Outcomes

e Describe the concept of Good Practice (ITILFNDO! 01-01)

e Define and explain the concept of a Service (ITILFNDOI 01-02)

e Define and explain the concept of Service Management
(ITILFNDO1 01-03)

¢ Define and distinguish between Functions, Roles and Processes
(ITILFNDO1 01-04)

e Explain the process model (ITILFNDO1 01-05)

o List the characteristics of processes (Measurable, Specific results,
Customers, and Responds to a specific event) (ITILFNDO1 01-05)

e Briefly explain the Service Lifecycle (ITILFND02 02-02)

e Describe the structure, scope, components and interfaces of the
ITIL® Library

" MO02_SERVICE MA

ENT OVERVIEW SG V3.0.D00C
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Service Strategy Lifecycle
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Service Strategy Overview

This is the Service Strategy Lifecycle Module.

ITIL® Service
Lifecycle

Service
Strategy - -

Figure 1 — ITIL® Service Lifecycle
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Goal To operate and grow successfully in the long term, service providers
must have the ability to think in a strategic manner.

The purpose of the guidance in the Service Strategy publication is to
help organisations develop this ability.

Objectives To be able to answer the following types of questions:
e What services should we offer and to whom?
¢ How do we differentiate ourselves?
e How do we truly create value for our stakeholders?
e How should we define service quality?

e How do we efficiently allocate resources?

07 June, 2010
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Refer to ITIL® V3 Core Publications

SS1.3
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Generic Concepts and Definitions

Capabilities and  Capabilities and Resources are assets used to create services and so are
Resources known as Service Assets.

These Service Assets are the basis for Value Creation.

Resources and capabilities are types of assets. Organisations use them to
create value in the form of goods and services. Resources are direct
inputs for production. Management, organisation, people, and
knowledge are used to transform resources. Capabilities represent an
organisation’s ability to coordinate, control, and deploy resources to
produce value. They are typically experience-driven, knowledge-
intensive, information- based, and firmly embedded within an
organisation’s people, systems, processes and technologies. It is
relatively easy to acquire resources compared to capabilities.

L tYpes of  Sprvict ASsets ek
Capabilities (% atungivies) Resotrces (%™ J¢
Masmgernery : Francial capial
Procesaes Agplcations
. :
ggf Krow lesige ; infoernation
] - -

Figure 2 - Capabilities and Resources

From a competitive perspective, service providers need to develop
specific capabilities to differentiate themselves from competitors.

Capabilities cannot by themselves produce value. It is an organisation’s
capabilities that transform the resources into value.

Resources are direct inputs to production.

Refer to ITIL® V3’ Core Publications

SS3.2,3.2.1

07 June, 2010 ~ Page7of 16



LERBRIRG BOLUTIDHE

mLe

Value Creation e Value is a perception
through

Services e Managing the perception is the key to managing value

e Perception is managed by understanding IT through the eyes of the
customer

e Services are technology items described and managed in ways which
have meaning to the customer

e Value is created by managing services - not technology

Technology > 7 » Value

»

Technology -~ wien mansged
N A5
N .
e Getvice “M\ controls...

s Perception —.; im crsales.

*Peopie 02 rol wan! 44 incir dnifis, they want 143 inch holsg” M

- Theodora Levit. Harvard Business Schodl - Value

Figure 3 — Value Creation

, Referito.ITIL@”VS'b(ﬁfé‘Pubiiqat.iQﬁ%s ‘

Seainais

Value has two primary elements, Utility and Warranty

o Ultility is the functionality offered by a product or service to meet a
particular need. i.e. fitness for purpose

o Ultility is a measure of performance

MO3_SERVICE STRATEGY LIFECYCLE SG V3.0.D0C

Page 8 of 16
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Avg, Avg.

Performance Improvement

Figure 4 — Value Creation — Utility
Diagram © Crown copyright 2007. Reproduced under licence from OGC

e Warranty is a promise that a product or service will meet its agreed
requirements 1.e. fitness for use

e Warranty is a measure of consistency

e Ifa service or product is fit for purpose (utility) and fit for use
(warranty), then value has been created for the customer

Warranty
improvement

R

Figure 5 — Value Creation — Warranty
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Refer to ITIL® V3 Core Publications

SS222,3.1.3,ST3.12

" Page 9 of 16

07 June, 2010



DIMENSION &
- DATA 4.1

LEARBING FOLLTIONE

'T”:®, V3 Foupdation

Service The Service Portfolio is used to manage the entire life cycle of all
Portfolio, services and includes three categories:
Pipeline and

Catalogue e Service pipeline (proposed or in development)

e Service catalogue (live or available for deployment)

e Retired services

e
B - B

ge Management System (S KM%T

" Service Knowled

Figure 6 —-Service Portfolio/Pipeline/Catalogue
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Refer to ITIL® V3 Core Publications

S§4.2.3,SD3.6.2

SS423.1,SD3.6.2,4.14

Page 10 of 16 'M03_SERVICE STRATEGY LIFECYCLE SG V3.0.D0C
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Risks Risk is defined as uncertainty of outcome - which can be positive
(opportunity) or negative (threat). Managing risks requires identifying
and controlling exposure to risk because of the impact on the business’s
ability to achieve their objectives.

There are two distinct phases in Risk Management:

e Risk Analysis

e Risk Management

Risk Process
Flow

Risk management Risk analysis
Figure 7 - Risk Process Flow
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Refer to ITIL® V3 Core Publications

SS9.5.1,CS15.63.2

07 June, 2010 Page 11 of 16
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Processes

Processes Processes
e Demand Management

¢ Financial Management

Demand Management

Objectives The goal is to appropriately manage the demand for services with the
provision of those services

. Production eyl
GONSHITNES
demand

Consurrption
cycle produces
demand

ascels

5 e

Respondwihcapacity

Figure 8 - Demand Management
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Consumption produces demand and production consumes demand in a
highly synchronised pattern. Unlike products, services cannot be
produced in advance and stocked ready for consumption. Demand and
capacity are far more tightly linked in service systems than even the
most immediate just-in-time (JIT) manufacturing.

Demand pattern
Fatte Business
aﬁﬁiﬁ “:;A Process § Capactty
aigvity ‘ Service bek
" Delivery

Incentives ar schedule

panaliesto influence

consumption

Figure 9 - Demand Management
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Page 12 of © MO3_SERVICE STRATEGY LIFECYCLE SG V3.0.D0C
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Business Processes are the primary source of demand for services.
Patterns of business activity influence the demand patterns seen by the
service providers. Where there is a capacity plan in place, this increase
in demand will have been foreseen, and so catered for when planning the
services.

Concepts Challenges
e Production happens at the same time as consumption

e Demand can be managed to some extent through techniques such as
off-peak pricing and volume discounts

e Spare capacity will assist in managing demand, but customers are
reluctant to pay for this unless they see the value of it.

Patterns of Business Activity

¢ [t is important to understand the customer’s business, as this will help
predict the demand on services. There will be peaks and troughs in
this demand. These patterns are called Patterns of Business Activity
(PBA’s). These patterns will change over time. They also provide a
basis for Capacity Management

User Profiles

In addition to PBA’s predicting demand at a business level, there is also
differing levels of demand at a User level. These are called User
Profiles, and different roles in an organisation will have different
profiles of their use of the services (e.g. a CEO will have a different user
requirement from a Call Centre analyst).

Refer fo ITIL® V3 \Core Publications

SS5.5,55.1,552,553

PageiS O 16
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| Objective To provide information for superior decision making, operational

visibility and insight in order to quantify (in financial terms) the value of
IT services, the value of the assets underlying the provisioning of those
services, and the qualification of operational forecasting.

Basic Concepts  Ags is the case in the business, the IT Financial Management
responsibilities and activities are not all undertaken solely by the I'T
Finance and Accounting team. There are many activities undertaken by
other parts of the organisation which fit under the banner of IT Financial
Management.

e Service Valuation (pricing and value)
The primary goal of Service Valuation is to produce a value for
services that the business perceives as fair, and fulfils the needs of
the provider in terms of supporting it as an ongoing concern. A
secondary objective is the improved management of demand and
consumption behaviour.

¢ Financial aspects of Demand modeling, Service Portfolio
management, service provisioning

Each of these other activities or processes needs information from the
Financial Management process, and requires accurate and reliable
data in order to fulfil their purpose effectively

e Planning. Generally speaking, planning can be divided into three
categories

* Operating and Capital planning (General and fixed ledgers)
+ Demand planning (need and use of IT services)

* Regulatory and environmental planning (compliance)

e Service Investment Analysis
The objective of Service Investment analysis is to derive a value
indication for the total lifecycle of a service based on (1) the value
received and (2) costs incurred during the lifecycel of the service.

e Accounting
Accounting is concerned with understanding where the costs within
the IT organisation lie and detailing them to an appropriate level in
order to better manage them.

e Compliance

Page 14 of 16 " M03_SERVICE STRATEGY LIFECYCLE SG V3.0.D00C
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e Variable Cost dynamics (understanding all the variables that impact
service cost, how sensitive they are to change, and the cost
implications if they do vary)

Refer to ITIL® V3 Core Publications

SS 5.1 Intro, 5.1.2 Intro

Business Case A business case is a decision and planning tool that projects the likely
consequences of a business action.

Sample business case structure

A. Introduction
Presents the business objectives addressed by the service.

B. Methods and assumptions

Defines the boundaries of the business case, such as time period,
whose costs and whose benefits.

C. Business impacts
The financial and non-financial business case results.

D. Risks and contingencies
The probability that alternative results will emerge.

E. Recommendations
Specific actions recommended.

, Refer‘ to ITIL® V3 Core Publications

SS§5.2.1,CSI4.4.1
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Module Summary

 Learning The learning outcomes covered in this module will enable you to:
Outcomes

Service Strategy Lifecycle
+ Account for the main goals and objectives of Service Strategy
(ITILFNDO2 02-03)

Generic Concepts and Definitions
* Resources Capabilities and Assets (ITILFND03 03-02/34)

* Explain how Service Assets are the basis for Value Creation
(ITILFNDO04 04-02)

- Utility and Warranty (ITILFNDO03 03-01)
+ Service Portfolio (ITILFND03 03-03)

+ Service Catalogue (Business Service Catalogue and Technical
Service Catalogue) (ITILFNDO03 03-04)

+ Business Case (ITILFND03 03-04)
+ Risk (ITILFND03 03-07)

Processes
+ State the objectives and basic concepts for:

* Demand Management (ITILFNDO5 04-21)
» Challenges in managing demand for services
= Activity- based Demand Management (PBAs)
= Business activity patterns and user profiles
» Financial Management (ITILFNDO5 04-22)
= Business case (covered in the intro to this section)

Page 16 0f 16  MO3_SERVICE STRATEGY LIFECYCLE SG V3.0.00C
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Service Design Overview

This is the Service Design Lifecycle Module.

ITIL® Service
Lifecycle

Figure 1 - Service Lifecycle
Diagram © Crown copyright 2007. Reproduced under licence from OGC

The goal of the Service Design Lifecycle is to design new or changed
services for introduction into the live environment.

In order to achieve this, and to make sure that the services are
appropriate, they will need to ensure that there is a holistic approach to

- all aspects of design, and to consider all aspects when changing or
amending any of the individual elements of design.

o7 June. 2010  Page 5029
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Service Design  The main objectives of Service Design are to:
Objectives

e Todesign
+ Services to satisfy business objectives

* Services that can be easily, efficiently, and appropriately
developed and enhanced

» Secure and resilient IT infrastructures and environments

*  Measurement methods and metrics for assessing design
e Identify and manage risks in services going live
e Produce and maintain documentation

e Assist in policy development

e Develop skills within IT to do all of these

Refer to ITIL® V3 Core Publications

SD2.4.1,SD3.1

\B/ahl_e to the The following benefits result from good Service Design practice:
usiness

e Reduced Total Cost of Ownership (TCO): cost of ownership can
only be minimised if all aspects of services, processes and technology
are designed properly and implemented against the design

e Improved quality of service: both service and operational quality
will be enhanced

¢ Improved consistency of service: as services are designed within the
corporate strategy, architectures and constraints

e Easier implementation of new or changed services: as there is
integrated and full Service Design and the production of
comprehensive SDPs

e Improved service alignment: involvement from the conception of
the service, ensuring that new or changed services match business
needs, with services designed to meet Service Level Requirements

e More effective service performance: with incorporation and
recognition of Capacity, Financial Availability and IT Service
Continuity Plans

~ MO4_SERVICE DESIGN LIFECYCLE SG V3.0.D0C
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e Improved IT governance: assist with the implementation and
communication of a set of controls for effective governance of IT

e More effective Service Management and IT processes: processes
will be designed with optimal quality and cost-effectiveness

e Improved information and decision-making: more comprehensive
and effective measurements and metrics will enable better decision-
making and continual improvement of Service Management practices
in the design stage of the Service Lifecycle.

Refer to ITIL® V3 Core Publications

SD2.4.3

07 June, 2010
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Generic Concepts and Definitions

Service A Service Provider is an organisation supplying Services to one or
Providers more Internal Customers or External Customers.

Broadly speaking, there are three types of Service Providers.

1. Internal Service Providers
2. Shared Services Unit

3. External Service Providers

Refer to ITIL® V3 Core Publications

SS 3.3 Intro only, SD 4.2 4

Service Design A Service Design Package (SDP) is a document defining all aspects of
Package an IT Service and its requirements through each stage of its lifecycle.

A service Design Package is produced for each new IT Service, major
change or IT Service Requirement.

Figure 2 — Service Design Package Flow

See Appendix J for a sample Service Design Package.

Refer to ITIL® V3 Core Publications

Service Provider SD 4.2.4
Service Design Package SD 3.6.1, SD Appendix A

_SER N LIFECYCLE SG V3.0.00C
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Key Principles and Definitions

Five Major There are five major aspects to Service Design:
 Aspects (1)

1. Identifying business requirements, defining service requirements and
designing the services

When identifying business requirements and designing the solution, the
following areas need to be considered:

e Review the existing IT services and infrastructure .
e Design the service solutions to the new requirements.

e Ensure that the contents of the Service Acceptance Criteria (SAC)
are incorporated and the required achievements planned into the
initial design

e Evaluate and cost alternative designs.
e Agree the expenditure and budgets
e Re-evaluate and confirm the business benefits.

e Agree the preferred solution and its planned outcomes and targets
(Service Level Requirement (SLR))

. e Check the solution is in balance with all corporate and IT
strategies, policies, plans and architectural documents.

e Ensure that all of the appropriate corporate and IT governance and
security controls are included with the solution

e Complete an IT ‘organisational readiness assessment’ .

¢ Ensure the supplier and supporting agreements necessary to
maintain and deliver the service are in place

e Ensure the assembly of a Service Design Package (SDP
2. Designing the Service Management systems and tools, especially the

Service Portfolio

The service portfolio is the most critical management system used to
support all processes and describes a provider’s.services in terms of
business value.

¢ Service portfolio should form part of Service Knowledge
Management System (SKMS)

07 June, 2010 e
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o The service portfolio is designed by Service Design but managed
by the Service Portfolio Management Process which is a part of
the Service Strategy Lifecycle

¢ Contains information relating to every service and its current
status within the organisation. The Service Catalogue will be a
subset of the Service Portfolio, as it will only contain the services
which are currently live.

3. Technology and Architectural Design

The Technology and Architectural Design activity provides the
overall strategic “blueprints” for the development and deployment of
an IT infrastructure - a set of applications and data that satisfy the
current and future needs of the business.

The architectural design activities should use input from the business,
Service Strategy, its plans, designers and planners to develop
appropriate designs, plans, architectures and policies for all areas of
IT. These designs, plans, architectures and policies should cover all
aspects of 1T, including roles and responsibilities, services,
technology, architecture and frameworks, processes and procedures,
partners and suppliers and management methods.

The architectural design process must also cover all areas of
technology, including the nfrastructure, environment, applications
and data and be closely linked to the overall business planning and
design processes.

Five Major 4. Process Design
Aspects (2)
e Process control can be defined as “the activity of planning and
regulating a process, with the objective of performing a process in
an effective, efficient and consistent manner”.

5. Measurement Design
“If you can’t measure it, you can’t manage it”

In order to manage and control the design processes, they need to
monitored and measured, however care should be taken when
considering what to measure and how to measure it, as measurement
will impact behavior — and if the wrong information is being
recorded, the wrong behavior will be encouraged.

Only metrics that encourage movement towards business objectives
should be used.

Page 100f29 M04_SERVICE DESIGN LIFECYCLE SG V3.0.D0C
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Essentially there are four types of metrics:

e Process progress metrics — which measure milestones and
deliverables in the capability of the process

e Process compliance metrics — which measure compliance of the
process to governance requirements

o Process effectiveness metrics — which measure accuracy and
correctness (“Are we doing the right things?”)

e Process efficiency metrics — which measure productivity (“Are we
doing things the right way?”)

Refer to ITIL® V3 Core Publications

SD 3.6

Page 11 of29
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Service Level Management

Goal and
Objectives

Scope

Basic Concepts

Page 120129

The goal is to ensure that an agreed level of IT Service 1s provided for
all current IT services, and that future services are delivered to agreed
achievable targets.

The objectives of SLM are to:

¢ Define, document, agree, monitor, report, review services
e Manage relationship with business and customers

e Ensure targets are developed for all services

e Monitor and improve customer satisfaction with services

e Ensure that IT and customers have matched expectations on the level
of services to be delivered

e Ensure proactive measures to improve service levels are implemented
when appropriate

The scope of responsibilities mean that SLM must:

e Be a point of contact for the business

e Represent IT to the business and the business to IT

e Consider both current and future requirements and services
e . Management of expectations and perceptions

e Establish and maintain SLAs for all current live services

¢ Produce and agree SLRs for all planned or changed services

A Service Level Agreement (SLA) is a written agreement between an
IT service provider and the IT customer(s), defining the key service
targets and responsibilities of both parties.

An Operational Level Agreement (OLA) is an agreement between an
IT service provider and another part of the same organisation that assists
with the provision of services.

* M04_SERVICE DESIGN LIFECYCLE SG V3.0.00C
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A contract is defined as a legally binding agreement between two
parties.
See Appendix H for a sample SLA.
Process Activity
— Design SLA
Frameworks

e Service based agreements - All customers receive the same service

level for a service (many customers, one (standard) agreement)

Cust1

Figure 3 — Service Based SLA

e Customer based agreements - each (some) customers receive
agreements)

differing levels of service (many customers, many (different)

07 June, 2010
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o Multi-level SLAs

Figure 5 — Multi Level SLA

Some organisations have chosen to adopt a multi-level SLA structure.
For example, a three-layer structure as follows:

o Corporate level: covering all the generic SLM issues appropriate to
every customer throughout the organisation. These issues are likely to
be less volatile, so updates are less frequently required

e Customer level: covering all SLM issues relevant to the particular
customer group or business unit, regardless of the service being used

e Service level: covering all SLM issues relevant to the specific
service, in relation to a specific customer group (one for each service
covered by the SLA).

Hints and tips

A combination of either of these structures might be appropriate,
providing all services and customers are covered, with no overlap or
duplication.

M04_SERVICE DESIGN LIFECYCLE SG V3.0.00C |
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Process e Determine, document and agree requirements for new services and
Activities produce the Service Level Requirements (SLR). The SLR is a list
of requirements which the customer has of the IT Service.

e Monitor service performance against SLAs

* Nothing should be included in the SLA unless it can be measured
and monitored

* Monitoring must match customer perceptions of the service

+ “Poor response” is often a user perception issue

¢ (ollate, measure and improve customer satisfaction

+ Perception is important (outage does not necessarily equal
dissatisfaction)

+ Methods include Periodic questionnaires, Feedback during service
review meetings, telephone surveys, online etc.

e Review underpinning agreements and service scope
e Produce service reports

¢ A useful technique is to include a SLA Monitoring (SLAM) chart at
the front of a service report to give an overview of how performance
measured up against targets.

e Conduct service reviews and instigate improvements via an SIP
(Service Improvement Plan)

e Review and revise SLA’s
e Develop contacts and relationships

e Manage complaints and compliments

Refer to ITIL® V3 Core Publications

Generic Concepts and Definitions
Service Level Agreement (SLA) SD 4.2.4,4.2.5.1
Operational Level Agreement (OLA) SD 4.2.4

Processes
SD4.2.1,422,4.2.5,4.2.5.1-9,CS13.5,4.6

" Page 15 0f 29
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Service Catalogue Management

Objective

The objective of Service Catalogue Management is to ensure that a
Service Catalogue is produced and maintained, containing accurate
information on all operational services and those being prepared to be
run operationally.

Basic Concepts e A service portfolio containing a service catalogue should be put

together for two reasons:
+ To provide a central , accurate set of information on all services
+ To help develop a service-focused culture

e Once a service is “chartered”, it should be added to the service
catalogue

e The level of information contained on these services in the catalogue
will vary

e A Good starting point is to ask the customer which IT services they
use and how those services map onto their business processes (see
notes below)

Service Catalogue

The Service Catalogue is key document containing valuable information
on the complete set of services offered. It should preferably be stored as
a set of ‘service’ Cls within a CMS, maintained under change

Management.
Sample Service Catalogue
Service Service Scrvice Supporting  Business Service Business Business SLA Service
Name Descrip- Type Scrvices Owner(s) manager(s) Impact Priority hours
tion
Service 1T
Service 2
Service 3
Service 4

Eége 16 5fp290

Other column headings may include Business contacts, Escalation contacts, Service
Reports, Service Reviews and Security rating (amongst others)
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_ Service Service Catalogue has two aspects: the Business Service Catalogue and

Catalogue the Technical Service Catalogue.
Aspects

e The Business Service Catalogue: containing details of all the IT
services delivered to the customer, together with relationships to the
business units and the business process that rely on the IT services.
This is the customer view of the Service Catalogue.

e The Technical Service Catalogue: containing details of all the IT
services delivered to the customer, together with relationships to the
supporting services, shared services, components and CIs necessary
to support the provision of the service to the business. This should
underpin the Business Service Catalogue and not form part of the
customer view. The relationship between these two aspects is
illustrated in the figure below

cepoAn Alrine offors a number of services: Personal Blights, business flights and targo
Cearrying These are the Business Services. To support this, the airline hasa supporting
agreemient with a refuelling company to relael the planes. This is a Technical Service. To
Cdoliver the business 'services, the mmg}arw needs the i&hmm services: Bt the i“uﬂmner ;
needs no direct kmw!id% of thiese services. There will u:ua Iy ba a mmy%a miany
!Li&tmmha 2 i:whwc:n Buisi mef‘q Services anr_:‘ Tm:hm«:a! Sﬁfmm}s :

Figure 6 - Service Catalogue Aspects
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Refer to ITIL® V3 Core Publications

SD4.1.1,4.1.4
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Capacity Management

Goal and The goal of Capacity Management is to ensure that cost justifiable
Objectives capacity exists now and in the future.

The objectives of Capacity Management are to:

e Produce and maintain the capacity plan

e Provide advice and guidance on capacity related issues

e Ensure that targets are met

e Assist in resolving capacity related incidents and problems
e Assess impacts of changes on capacity plan

¢ Ensure proactive measures to implement good capacity management
are implemented when justifiable

Basic Concepts  Capacity Management ensures that the capacity and performance of the
IT services and systems matches the evolving agreed demands of the
business in the most cost-effective and timely manner. Capacity
Management is essentially a balancing act:

¢ Balancing costs against resources needed: the need to ensure that
processing capacity that is purchased is cost-justifiable in terms of
business need, and the need to make the most efficient use
of those resources.

e Balancing supply against demand: the need e -
to ensure that the available supply of IT )
processing power matches the demands made on it by the business,
both now and in the future. It may also be necessary to manage or
influence the demand for a particular resource.

Capacity Management has three sub-processes:

¢ Business Capacity Management which translates business needs
and plans into requirements for service and IT infrastructure,
ensuring that the future business requirements for IT services are
quantified, designed, planned and implemented in a timely fashion.

¢ Service Capacity Management which is concerned with the
management, control and prediction of the end-to-end performance
and capacity of the live, operational IT services usage and workloads.

DOC

Pége :1 8‘ df ‘29
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e Component Capacity Management which is concerned with the
management, control and prediction of the performance, utilisation
and capacity of individual IT technology components.

e (Capacity Management is also responsible for assembling a Capacity
Plan which contains information on the current usage of service and
components, and plans for the development of IT capacity to meet the
needs in the growth of both existing service and any agreed new
services.

Refer to ITIL® V3 Core Publications

SD4.3.1,43.4
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Availability Management

Goal and
Objectives

Guiding
Principles

Page200f29

The goal of Availability Management 1s to ensure that the level of
service availability delivered in all services is matched to or exceeds the
current and future agreed needs of the business, in a cost effective
manner.

The objectives of Availability Management are to:

e Produce and maintain availability plan

e Provide advice and guidance on availability related issues

e Ensure that targets are met

e Assist in resolving availability related incidents and problems
e Assess impacts of changes on availability plan

o Ensure proactive measures to implement good availability
management are implemented when justifiable

Availability is defined as “the ability of a service, component or CI to
perform its agreed function when required”

e Availability is at the core of customer satisfaction

e Improving availability can only begin after understanding how the IT
services support the business

Reliability

e A measure of how long a service, component or CI can perform its
agreed function without interruption

Maintainability

e A measure of how quickly and effectively a service, component or CI
can be restored after a failure

Serviceability

e The ability of a third party supplier to meet the terms of their contract

'M04_SERVICE DESIGN LIFECYCLE SG V3.0.D0C
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gif

Key Elements Availability Management is completed at two interconnected levels:

e Service availability: involves all aspects of service availability and
unavailability and the impact of component availability, or the
potential impact of component unavailability on service availability

e Component availability: involves all aspects of component
availability and unavailability.

“Refer to ITIL® V3 Core Publications

Generic Concepts and Definitions
Availability SD 4.4.4

Processes
SD44.1,444

07 June, 2010
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IT Service Continuity Management

Goal and
Objectives

Basic Concepts

Page 220f29

The goal of IT Service Continuity Management (ITSCM) is to support
the overall Business Continuity Management (BCM) process by
ensuring that the required IT technical and services facilities can be
resumed within required, and agreed, business timescales.

The objectives of ITSCM are to:

e Maintain plans

e Complete regular Business Impact Analysis (BIA)
e Conduct regular Risk Analysis and management
e Provide guidance to other areas

e Ensure recovery mechanisms are in place

e Assess impact of changes on continuity

e Ensure proactive availability measures are implemented where
justifiable and appropriate

e Negotiate contracts with suppliers

ITSCM is a cyclic process through the lifecycle to ensure that once
service continuity and recovery plans have been developed they are kept
aligned with Business Continuity Plans (BCPs) and business priorities.

In the diagram below, the initiation and requirements stages are
principally BCM activities. ITSCM should only be involved in these
stages to support the BCM activities and to understand the relationship
between the business processes and the impacts caused on them by loss
of IT service. As a result of these initial BIA and Risk Analysis
activities, BCM should produce a Business Continuity Strategy, and the
first real [TSCM task is to produce an ITSCM strategy that underpins
the BCM strategy and its needs.
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Figure 7 - ITSCM Model

Diagram © Crown copyright 2007. Reproduced under licence from OGC

Refer to ITIL® V3 Core Publications

SD4.5.1,4.54
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Information Security Management

Goal and The goal of Information Security Management is to align IT security
Objectives with business security and ensure that information security is effectively
managed in all service and service management activities.

The objectives of Information Security Management are to:

e FEnsure information is available and usable when required
(availability)

e Ensure that information is disclosed only to those who have a right to
know (confidentiality)

e Information is complete and unchanged (integrity)

e Transactions and exchanges can be trusted (authenticity and non-
repudiation)

Basic Concepts [T Processes and practices need to align with business processes and
objectives, and all other processes in the organisation need to include
security considerations. In order to make this happen, the following need
to be considered:

e A Security Framework

The Security Management process and framework will generally consist
of:

Security policies

A security management system

Security strategy

Security organisational structure
‘Security controls

Management of security risks

Monitoring processes

Communications strategy

Training and awareness plans

An Information Security Policy

e & 6 ¢ o ¢ o o o o

The Information Security Policy should cover all areas of security, be
appropriate, meet the needs of the business and should include:

An overall Information Security Policy
Use and misuse of IT assets policy

An access control policy

A password control policy

Page 24 of 29
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e An e-mail policy

An internet policy

An anti-virus policy

An information classification policy

A document classification policy

A remote access policy

A policy with regard to supplier access of IT service, information and
components

e An asset disposal policy

The Information Security Management System (ISMS) provides the
basis for development of an appropriate security programme that
supports the business.

e An Information Security Management System (ISMS)

The framework or the ISMS in turn provides a basis for the development
of a cost-effective information security programme that supports the
business objectives. It will involve the four P’s of People, Process,
Products and Partners to ensure high levels of security are in place.

The five elements within this framework are:

e Control

e Plan

e Evaluate
e Implement

e Maintain

-
0
=

Customers — Requirements — Business Needs

MAINTAIN | PLAN
Learn i Sewvice LevelAgreements
improve Underpinning contracts
Flan Qperational LevelAgresments
tmplement | Policy Statements

CONTROL
Oiganize
Establish framevwork
Allocate responsibilties IMPLEMENT
EVALUATE Creals awareness
Intemalaudits Classificationand registration
Externalaudits Personnel secutity
Sefassessments - Physical security
Secunty incidents . MNetworks. applications, computers
Management of access rights

Security Incident procedures

Figure 8 -Managing IT Security
Diagram © Crown copyright 2007. Reproduced under licence from OGC
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Refer to ITIL® V3 Core Publications

SD4.6.1,4.64,4.6.4.1,4.6.4.2,4.64.3
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Supplier Management

Goal and The goal of the Supplier Management process is to manage suppliers
Objectives and the services they supply, to provide seamless quality of IT services
to the business ensuring value for money is obtained

e The Objectives of the Supplier Management Process are to:
e Obtain value for money from suppliers and contracts

e Ensuring alignment between business needs and underpinning
contracts

e Manage relationships with suppliers
e Manage supplier performance
e Negotiate, agree and manage contracts with suppliers

e Maintain a supplier policy and a supporting Supplier and Contract

Database (SCD)
Supplier and In order to achieve consistency and effectiveness in the implementation
Contracts of the policy, a supplier and contracts database should be established.

Dqtabase This information will provide a complete set of reference information

for all Supplier Management procedures and activities which are:

e Supplier categorisation and maintenance of the Supplier and
Contracts Database (SCD)

¢ Evaluation and set-up of new suppliers and contracts
e Establishing new contracts
e Supplier and contract management and performance

e (Contract renewal and termination

07 June,é()1 Pééei? of29
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Supplier Strategy and Policy

R S R

Evaluation of new
suppliers and contracts

Establish new suppliers
and contracts

Supplier Categorisation
and maintenance of the o

Supplier and contract
management and
performance

4

Contract renewal
and/or termination

Supplier and contracts
database

Figure 9 - Supplier and Contracts Database
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Referto ITIL® V3 Core Publications

Generic Concepts and Definitions
Contract SD4.7.5.1
Supplier SD 4.2.4,4.7.2

Processes
SD47.1,4.7.4
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Module Summary

Learning The learning outcomes covered in this module will enable you to:

Outcomes . ) .
Service Design Lifecycle

* Account for the main goals and objectives of Service Design
(ITILFNDO2 02-04)

* Briefly explain what value Service Design provides to the
business (ITILFNDO02 02-05)

Generic Concepts and Definitions
+ Service Provider (ITILFND03 03-09)

*  Supplier (ITILFND03 03-10)

+ Service Level Agreement (SLA) (ITILFNDO3 03-11)

* Operational Level Agreement (OLA) (ITILFNDO03 03-12)
+ Contract (ITILFNDO3 03-13)

* Service Design Package (ITILFNDO3 03-14)

* Availability ITILFNDO3 03-15)

Key Principles and Models
* Understand the importance of People, Processes, Products and
Partners for Service Management (ITILFND04 04-03)

* Discuss the five major aspects of Service Design (ITILFND04 04-04)

= Service Portfolio Design

s [dentification of Business Requirements, definition of
Service requirements and design of Services

= Technology and architectural design

= Process design

* Measurement design

Processes

+ Explain the high level objectives, basic concepts, process
activities and relationships for:

= Service Level Management (SLM) (ITILFNDO5 05-31)
+ State the objectives and basic concepts for:

= Service Catalogue Management (ITILFNDOS 05-41)
= Availability Management (ITILFNDO5 05-42)
= Information Security Management (ISM)
(ITILFNDO5 05-43)
=  Supplier Management (ITILFNDO5 05-44)
= (Capacity Management (ITILFNDO5 05-45)
= IT Service Continuity Management (ITILFNDO5 05-46)

07 June, 2010
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Module 5:

Service Transition Lifecycle
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Service Transition Overview

This is the Service Transition Lifecycle Module.

ITIL® Service
Lifecycle

Service
Strateyy

Figure 1 - Service Lifecycle
Diagram © Crown copyright 2007. Reproduced under licence from OGC

- Service The goal of the Service Transition Lifecycle is to cover the following:
. 'Transition - _ .
. Goal e Set customer expectations on the value to the business of new or

.

changed services
¢ Enable the integration of changes into the business

e Reduce variations in performance agreed v actual of new or changed
services

e Reduce known errors and minimise risks associated with transition to
a new or changed service

e Ensure usability of the new or changed service.

Service The objectives of the Service Transition Lifecycle are :

e To plan and manage the resources to successfully establish new or
changed services into production within predicted cost, quality and
time estimates

e Ensure minimal unpredicted impact on production services,
operations and support organisation

07 June, 2010 Page 5 of 25
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¢ Increase satisfaction with Service Transition practices

¢ Increase proper use of services und underlying applications and
technology solutions

¢ Provide clear and comprehensive plans to enable change projects to
align with Service Transition plans

Referto I[TIL® V3 Core Publications

ST2.4.1,ST2.43

~ MO05_SERVICE TR ON LIFECYCLE SG V3.0.00C
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Generic Concepts and Definitions

Knowledge Management

_ Service

Knowledge
Management
System

67 June, 2010 h

Specifically within IT Service Management, Knowledge Management
will be focused within the Service Knowledge Management System
(SKMS) concerned, as its name implies, with knowledge. Underpinning
this knowledge will be a considerable quantity of data, which will be
held in a central logical repository or Configuration Management
System (CMS) and Configuration Management Database (CMDB).
However, clearly the SKMS is a broader concept that covers a much
wider base of knowledge, for example:

e The experience of staff

e Records of peripheral matters

e Suppliers and partners requirements, abilities and expectations
e Typical and anticipated user skill levels

The SKMS contains information on Incidents, Problems, Changes,

Services, Contracts, and displays this information in ways which are
most useful to the specific user.

¢ The Finance and admin dept would see finance information
e The Service Desk would see Incident Information

¢ The Supplier Manager would see the Supplier and Contracts database
amongst other things

Configuration Management
System ((MS)

|Configuration Management
Databases (CMDBEs)

Figure 2 — SKMS Diagram |
Diagram © Crown copyright 2007. Reproduced under licence from OGC
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Processes

Change Management

. Goal and The goal of Change Management is:
Objectives ) ) ) .
| e To respond to the customer’s changing business requirements while

maximizing value and reducing incidents, disruptions and rework

¢ To respond to the business and IT requests for change that will align
the services with the business needs

The objective of Change Management is:

¢ To ensure that changes are: Recorded; Authorised; Planned;
Implemented; Reviewed; Evaluated; Prioritised; Tested and
Documented...in a controlled manner

Scope A service change is “the addition, modification or removal of an
authorised, planned or supported service or service component and its
associated documentation”.

The scope of change management covers changes to baseline service
assets and Cls.

Each organisation should define the changes that lie outside the scope of
their service change process. Typically these might include:

¢ Changes with significantly wider impacts than service changes

e Changes at an operational level (e.g. routine servicing)

07 June, 2010 Page 9 of 25
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Strategic changes Service Strategy or Business Relationship Mgmt

Changes to a service Service Design, CSI or the SLM process

Corrective changes,

) Service Operations via RFC
error resolutions

Figure 3 —-Change Types

A Change process model is a predefined set of steps to be taken to
handle a process in an agreed way.

Covering:

The steps to be taken

The order of these steps
Responsibilities - who does what
Timescales and thresholds

Escalation procedures

Change Models may be very simple, with no requirement for approval
(e.g. Password Reset) or may be very complex with many steps that
require approval (e.g. major software release).

ITIL® defines three main change models:

Standard. A change to a service or infrastructure that has an
‘accepted and established procedure to provide a specific change
requirement for which the approach is pre-authorised by Change
Management.

Normal. Unless a change falls into one of the other models, it is
considered a normal change. Most organisations will have more than
one type of normal change (e.g. major, minor, etc.)

Emergency. A change intended to repair an error in an IT service
that is negatively impacting the business to a high degree

~ M05_SERVICE TRANSITION LIFECYCLE SG V3.0.D0C
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Change Types of change requests

Requests e Different types of changes may require different forms of request,
e.g. A Request for Change (RFC) document, a Service Desk call or a

Project Initiation Document can all be considered change requests.

e See Appendix K - Requests by Lifecycle Stage showing different
types of requests by service lifecycle stage.

Remediation Planning

e No change should be approved without having explicitly addressed
the question of what to do if the change is not successful. Ideally
there will be a backout plan which will restore the environment to the
state it was in before the change was implemented. This, however, is
not always possible. In cases where there is no way to backout a
change, it is important to consider what actions should be taken if the
change fails, e.g. invoking the Business Continuity plan.

CAB -Change  Change Advisory Board (CAB)

Advisory Board  , The CAB is a body that exists to support the authorisation of changes
' and to assist Change Management in the assessment and prioritisation
of changes

e The CAB
+ Will be composed according to the changes being considered
+ May vary considerably in make up even during one meeting
+ Should involve relevant suppliers
* Should reflect both user and customer views

e Emergency Changes may require the ECAB (Emergency Change
Advisory Board). This will generally be made up of a subset of the
members of the CAB, and there will usually be a quorum of members
required before an emergency change can be approved.

CAB Meetings ~ CAB meetings:
e May be conducted electronically
e Face to face is usually more efficient but may not be practical
e (irculate all RFCs in advance
e (CAB members should prepare for meetings

e The CAB is only an advisory body, so management need to make
decisions if consensus cannot be reached

07 June, 2010  Page 11 0of 25
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Emergency When designing the process for dealing with emergency changes, and
Changes when following this process when there is an emergency change, these
points should be considered:

e Emergency changes Should be kept to a minimum

e The levels of authorisation for each change model need to be clearly
defined.

e As much testing as is possible should be carried out

e Service Desk and other stakeholders should be given as much
warning as possible

e Documentation may be temporary during implementation but should
be updated retrospectively

Process The Activities in the Change Management process are:
Activities

e (reate and record requests for change

e Review requests for change

e Assess and evaluate the change

e Authorise the change

e Coordinate change implementation

e Review and close change record

Page 120f25 © M05_SERVICE TRANSITION LIFECYCLE SG V3.0.D0C
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Create RFC pr———
+
} S : .
éjm{g;z;i;i# e ’Recm‘d ;he RFC fs*wwm%
fnitiator é requested
I Review RFC A A
§ Change i
i Management 4 awaiting evaluation

Assess and evaluate

%»ww =

change
% gwaiting decision
Authorise . N . ;
Change B Authorise Change o e
Proposal Change 1
Authority e,  outhorised

Plan Updates

SO ut uonewojul uoeinBluoo pue abueyy ayepdn

Change :
Management ww  scheduled
Coorginate Change
Implementation
Change |
Management q@w implemented

f Evaluation Report mewm% Caordin;fe Review and %Wﬁmm%
Fao bt - close change record

R

i

Figure 4 - Change Management Process
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Requests for e Create and record requests
Change and o o
their Review * Request is raised by the initiator

+  Some information is update during the life of the change

* Requests for Change (RFC)s may be submitted on paper, online,
email, etc

e Review the Request for Change

+ Briefly consider: Is it totally impractical? A repeat of an earlier
RFC? An incomplete submission?

e Establish the appropriate level of change authority

e Establish relevant areas of interest (i.e. who should be involved in the
CAB)

e Assess and evaluate the business justification, impact, cost, benefits
and risk of changes

e Request independent evaluation of a change

07 June, 2010 Page 13 of 25



DIMENSION 4
- DATA 4.4

LEARMING SOLUTHINE

Seven Rs of A helpful framework to use when assessing the impacts of changes is the
Change Seven R’s of Change Management. These are:
Management

1. Who RAISED the change?

2. What is the REASON for the change?

3. What is the RETURN required from the change?

4. What are the RISKS involved in the change?

5. What RESOURCES are required to deliver the change?

6. Who is RESPONSIBLE for the build, test and implementation of the
change?

7. What is the RELATIONSHIP between this change and other
changes?

When conducting the impact and resource assessment for RFCs referred
to them, Change Management, CAB, ECAB or any others (nominated
by Change Management or CAB members) who are involved in this
process should consider relevant items, including:

e The impact that the change will make on the customer’s business
operation

e The effect on the infrastructure and customer service, as defined in
the service requirements baselines, service model, SLA, and on the
capacity and performance, reliability and resilience, contingency
plans, and security

e The impact on other services that run on the same infrastructure (or
on projects)

e The impact on non-IT infrastructures within the organisation — for
example, security, office services, transport, customer help desks

e The effect of not implementing the change the IT, business and other
resources required to implement the change, covering the likely costs,
the number and availability of people required, the elapsed time, and
any new infrastructure elements required

¢ The current change schedule and projected service outage

e Additional ongoing resources required if the change is implemented

Page 14 0f 25 MO5_SERVICE TRANSITION LIFECYCLE SG V3.0.00C
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Authorisingthe e Each change authority approves
Change ] o
e Approval method determined by organisational culture
e Authority may be delegated depending on:
* Anticipated business risk
* Financial implications

* Scope of change

Communications,
escalation for . Examples of configuration
Change Authority
RFCs, risks issues nge foved impacted
. ) . ? ™N
Business Executive High costsfrisk change
Board raquires decision from
exacutives
h Change impacts multiple
T Minggrgment services or organisational
oa divisions
N N
CAB or Emergency Change which impacts
CAB anly lacal or service group
N ™
Local authorisation Standard Change
Communication,
decizions,
and actions

Figure 5 - Authorising Change Flow
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Coordinate and e (Coordinating change implementation
Close *+ Ensuring changes are implemented as scheduled
+ Change Management has oversight
e Review and close change record
*+ Post implementation Review (PIR)

+ Did the change have the desired effects; meet its objectives; have
any shortcomings; use the expected resources; go ahead on time;
need remediation, and if so, did it work?

Different reviews for service changes vs. infrastructure changes

07 June, 20
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Refer to ITIL® V3 Core Publications

Generic Concepts and Definitions
Service Change - ST 4.2.2
Types of Change Request — ST 4.2.4.3, Table 4.3
Change types (Normal, Standard and Emergency) - ST 4.2.6.1,4.2.4.4,
4.2.4.5,4.2.69 ‘
Remediation Planning — ST 4.2.5
Change Advisory Board/Emergency Change Advisory Board — ST
4.2.6.8
Seven R’s of Change Management - ST 4.2.6.4

Processes
ST4.2,6324
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Basic Concepts
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The goal of Service Asset and Configuration Management is:

e To define and control the components of services and infrastructure
and maintain accurate configuration information on the state of the
services and infrastructure

The objectives of Service Asset and Configuration Management are:
e To support the customer’s control requirements

e To make configuration information available to other service
management processes

e Minimize the number of compliance and quality issues

e Optimize the service assets, configurations, capabilities and resources

Configuration Items (Cls)

An asset, service component or other item that is, or will be, under the
control of SACM. They may vary widely in complexity, size and type.

Configuration Management System (CMS)

The CMS will hold details of all of the components of the IT
Infrastructure as well as the relationships between these components. It
will act as a valuable source for problem diagnosis and for evaluating
the impact of problems (¢.g. if this disk 1s down, what data is on that
disk; which services use that data; which users use those services?). As it
will also hold details of previous activities, it can also be used as a
valuable source of historical data to help identify trends or potential
weaknesses — a key part of proactive Problem Management.

The CMS maintains the relationships between all service components
and any related incidents, problems, known errors, change and release
documentation and may also contain corporate data about employees,
suppliers, locations and business units, customers and users.

At the data level, the CMS may take data from several physical CMDBs,
which together constitute a federated CMDB. Other data sources will
also plug into the CMS such as the definitive media libraries. The CMS
will provide access to data in asset inventories wherever possible rather
than duplicating data. :

The Definitive Media Library is a secure library in which the definitive
authorised versions of all media Cls are stored and protected:

Page‘ 17 of 25
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e It contains master copies of all controlled software (purchased and
developed) including licence information

e May be one or more libraries or file storage areas

e Will also include master copies of controlled documentation

Configuration Definitive Spares

Baseline An area for the secure storage of configured components and assemblies

maintained at the same level as those in the live environment

Configuration Baseline

The configuration of a service, product or infrastructure that has been
formally reviewed and agreed on and thereafter serves as the basis for
further activities. It can be changed only through formal change
procedures. Commonly called a standard operating environment (SOE).

Configuration SACM delivers a model of the services, assets and infrastructure by

Model recording the relationship between the Cls. This enables other processes
to access valuable information. This model is the single source for any
information on the IT infrastructure, so there should be only ONE
model.

“When there isone E!m“:k m!rhe house, you know the time.. anm you
have two r:faf:fqa,n re no nger certnm - Damsh vaerb

Figure 6 - Configuration Quote

? Activities The activities in the Service Asset and Configuration Management
; Process are:

: e Management and Planning

e Identification

e Control

e Status Accounting and Reporting

e Verification and Audit

Pége 180f25 - - }‘:‘MOS_SER\‘/I’CEW
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Figure 7 — Activities
Diagram © Crown copyright 2007. Reproduced under licence from OGC

The Management team and SACM should jointly decide what level of
SACM is required for the selected project or services. This involves

the organization and using it to

Once the relevant level of SACM has been determined, this needs to be

how they will be grouped, classified

Establishing an appropriate naming and labeling convention

Define the attributes and relationships which need to be recorded for

" Page 19 of 25
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Configuration Control

Once the database and its contents have been determined, control needs
to be maintained over the information. No CI should be added, modified,
replaced or removed without an appropriate controlling documentation
or procedure being followed.

Status Accounting and Reporting

This activity is concerned with ensuring that all configuration data and
documentation is recorded as each CI progresses through its lifecycle

Verification and Audit

e [t is important to ensure that the information contained in the
database accurately reflects the live environment. The verification
and audit activity is responsible for this.

- Refer to ITIL® V3 Core Publications

Generic Concepts and Definitions

Configuration Item (Cl) - ST 4.3.4.2

Configuration Management System - ST 4.3.4.3, SO 4.4.7.1
Definitive Media Library (DML) - ST 4.3.4.3

Processes
ST43.1,434,43.5
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Release & Deployment Management

- Goal and The goal of the Release and Deployment process is:
. Objectives ) ) ] ]
To deploy resources into production and establish effective use of the

service 1n order to deliver value to the customer and be able to hand over
to service operations.

The objectives are to ensure that:

e Release and Deployment management aims to build, test and deliver
the capability to provide the services specified by service design and
that will accomplish the stakeholders’ requirements and deliver the
mtended objective

o There are clear and comprehensive plans

o Release packages are built, installed, tested and deployed efficiently,
successfully and on schedule

e New or changed services can deliver what is promised
e There is minimal unpredicted outages due to releases

o There is satisfaction with the process

Basic Concepts A Release Unit is the portion of a service or IT infrastructure that is
| normally released together according to the organisation’s release
policy.

The general aim 1s to decide the most appropriate release unit level for
each service asset or component.

A Release Policy should be defined for the services. This would
include:

e Naming conventions
¢ Roles and responsibilities
e Frequency of releases

e The approach for grouping changes, and accepting changes into a
release

¢ Any automation considerations

Release Design  Release design options and considerations are:
Options )
¢ Big bang release vs. phased release

Push or Pull installation

e Automation vs. manual intervention required

i

07 June, 2010 Page 21 0f 25
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Figure 8 - Release Design Options
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Designing release and release packages

e A release package may be a single unit or a structured set of release
units

e The deployment of any significant new or changed service will likely
contain sub deployments.

Testing

e Testing is a part of the Release Management process

Refer to ITIL® V3 Core Publications

Generic Concepts and Definitions
Release Policy — ST 4.1.4.2
Release Unit - ST 4.4.4.1

Processes
ST4.4.1,4.44
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Knowledge Management

. Goal and The goal of Knowledge Management is to enable organisations to
. Objectives improve the quality of management decision by ensuring that reliable
and secure information is available throughout the service lifecycle:

The objectives include:

e Enable the service provider to be more efficient and improve quality
of service, increase satisfaction and reduce the cost of service

e Ensuring staff have a clear understanding of the value that the
services provide to the customers, the benefits of those services, and
how they are realised.

e Ensuring that, at a given time and location, service provider staff
have adequate information on:

e Who is currently using their services
e The current states of consumption
e Service delivery constraints

e Difficulties faced by the customer in fully realizing the benefits
expected from the service.

Data vs. Information vs. Knowledge vs. Wisdom (DIKW)

. The use of these terms is set out below.

Data is a set of discrete facts about events. Most organisations capture
significant amounts of data in highly structured databases such as
Service Management and Configuration Management tools/systems and
databases.

Information comes from providing context to data. Information is
typically stored in semi-structured content such as documents, e-mail,
and multimedia.

Knowledge is composed of the tacit experiences, ideas, insights, values
and judgements of individuals. People gain knowledge both from their
own and from their peers’ expertise, as well as from the analysis of
information (and data). Through the synthesis of these elements, new
knowledge 1s created.

Wisdom gives the ultimate discernment of the material and having the
application and contextual awareness to provide a strong common sense
judgment.

07 June,’ '2010 Paéé 23 o 25
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Figure 9 - Context vs. Understanding
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Data 7 i ane-’this isonly a ‘data point
Information ~ 7° Celsius 7 degrees C means that you are
o & ‘measuring temperature
Knowlédg_e' o 7C __ : ' It’scold - you need a coat. You

"""" - outside  haveapplied the information
Wisdom | e It’s cold because it’s winter,
' outside in  and it will happen again next
July year

Table 1 - Application of the Model

Réfer to TTIL® V3. Core Publications

ST 4.7 Intro, 4.7.1,4.7.4
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The learning outcomes covered in this module will enable you to:

The Service Lifecycle

*+ Account for the main goals and objectives of Service Transition
(ITILFNDO2 02-06)

*+ Briefly explain what value Service Transition provides to the
business (ITILFND02 02-07)

Generic Concepts and Definitions

+ Service Knowledge Management System (SKMS)
(ITILFNDO3 03-16)

+ Configuration Item (CI) JTILFNDO3 03-17)

+ Configuration Management System (ITILFNDO3 03-18)
* Definitive Media Library (DML) (ITILFND03 03-19)

+ Service Change (ITILFND03 03-20)

+ Change types (Normal, Standard and Emergency)
(ITILFNDO03 03-21)

+ Release Unit (ITILFNDO3 03-22)
* Seven R’s of Change Management (ITILFND03 03-23)
* Release Policy (ITILFNDO3 03-35)

Processes

+ Explain the high level objectives, basic concepts, process
activities and relationships for:

= Change Management (ITILFNDO5 05-51)
» Service Asset and Configuration Management

(ITILFNDOS 05-52)
+ State the objectives, basic concepts and roles for:

» Release and Deployment Management (ITILFNDO5 05-61)
= Knowledge Management (ITILFNDO5 05-62)
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Service Operation Overview

This is the Service Operation Lifecycle Module.

ITIL® Service
Lifecycle

Service :
. ‘Strategy

Figure 1 — ITIL® Service Lifecycle
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Each stage in the ITIL® Service Lifecycle provides value to business.

For example, service value is modelled in Service Strategy; the cost of
the service 1s designed, predicted and validated in Service Design and
Service Transition; and measures for optimisation are identified in
Continual Service Improvement.

The operation of service is where these plans, designs and optimisations
are executed and measured. From a customer viewpoint, Service
Operation is where actual value is seen.

Refer to ITIL® V3 ‘Core Publications

SO 2.4.3 1" para

o Isz;ge 50f 23
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Goal and Scope  The goal of Service Operation is to coordinate and carry out the
activities and processes required to deliver and manage services at
agreed levels to business users and customers. Service operation is also
responsible for the ongoing management of the technology that is used
to deliver and support services.

Scope

e The services themselves.

Service Management processes.

Technology.

People.

Refer to ITIL® V3 Core Publications

-SO024.1
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Key Principles and Models

Communication e Communication between departments and teams within the Service
operation lifecycle is imperative

e (Communication must have an intended purpose, and should not
happen without an intended audience

e Typical communication would include:

+ Routine operational communication

«  Communication between shifts

* Performance reporting
+ Communication in projects

+ Communication about changes, exceptions and emergencies

+ Training

Refer to ITIL® V3 Core Publications

SO 3.6
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Processes

Resources and  Major Processes
Capabilities

¢ Incident Management
e Problem Management
Other Processes

e [Event Management

e Request fulfillment

e Access Management

Incident Management
NS
Gl
Goal and Scope  Goal Ko, (i&%&*\,‘\"f’\m
To restore normal service operation as quickly as possible and minimise
the adverse impact on business operations, thus ensuring that the best
possible levels of service quality and availability are maintained

Scope

Incident management covers any incident or event which disrupts or
could disrupt a service. This includes events which are communicated
directly by users as well as system generated event.

Basic Concepts  An incident is an unplanned interruption to an IT service or reduction in
the quality of an IT service. Failure of a CI that has not yet impacted
service is also an incident.

Timescales
o Timescales must be agreed upon for each stage in the incident
management process, based on the overall targets in the SLAs

¢ Service management tools can be used to automate the management
and monitoring of these timescales

Refer to ITIL® V3 Core Publications

SO 4.2
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Incident Models  Many incidents are not new — they involve dealing with something that

Ianquajor has happened before and may well happen again. For this reason, many

neidents organisations will find it helpful to pre-define ‘standard’ Incident
Models — and apply them to appropriate incidents when they occur.

¢ An incident model is a way of pre-defining the steps that should be
taken to handle a process (in this case a process for dealing with a
particular type of incident) in an agreed way.

Major incidents

e A separate procedure with shorter timescales and greater urgency
must be used for major incidents - which requires a definition of
what constitutes a major incident.

e It is important to note that there is a very clear distinction between a
major incident and a problem. Major incidents will always be
managed as part of the incident management process, as they are
incidents. Problem Management deals with problems separately. An
incident never becomes a problem — it may be linked to a problem,
but it will never become a problem.

07 June, 2010
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Figure 2 - Incident Identification and Logging Flow
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Work cannot begin on resolving an incident until the incident has

been identified .As far as possible, all key components should be
monitored so that incidents can be identified quickly - ideally before

the customer identifies them.

MO6_SERVICE OPERATION LIFECYCLE SG V3.0.00C
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Incident logging

Incident
Categorisation

Incident
Categorisation
Flow

Seryice Operation Lifecycle

¢ All incidents must be fully logged and time stamped. Even the “while
you’re here” incidents

e Logging needs to be consistent and accurate

e The information recorded may include:

Unique reference number

Incident categorisation (often broken down into between two and
four levels of sub-categories)

Incident urgency, impact and priority

Date/time recorded; name and department of person reporting the
incident; how the incident was reported; call back method

Description of symptoms

Incident status (active, waiting, closed, etc.)

Related CI

Support group/person to which the incident is allocated
Related problem/Known Error

Activities undertaken to resolve the incident
Resolution date and time

Closure category

Closure date and time

In order to understand the incidents, it is important that all incidents are
categorised accurately and effectively. A drop down box with 20 options
is almost useless as the correct selection of Category will be difficult.
Similarly a drop down box with two options will also provide very little
valuable information. Make sure the categories are relevant and
meaningful.

Figure 3 - Incident Categorisation Flow

Pagé 110f23
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Incident e Priority is defined as “a category used to identify the relative
Prioritisation importance of an incident, problem or change”. Priority is based on
impact and urgency

e Impact is defined as “‘a measure of the effect of an incident, problem
or change on business processes”

e Urgency is defined as “a measure of how long it will be until an
incident, problem or change has a significant impact on the business’

b

e Other factors such as safety; the number of services affected;
financial impact and reputation may also need to be considered

Refer to ITIL® V3 Core Publications

SO0 4.254,4454

Priority Matrix

Freltpcode | Desulptioe Ppper pssketiors v

Impact

Urgency
Figure 4 - Priority Matrix
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Diagnosis and  [nitial Diagnosis
Escalation . ) . ) . ] _
It is at this stage that diagnostic scripts and known error information can

be most valuable in allowing earlier and accurate diagnosis.

If possible, the Service Desk Analyst will resolve the incident while the
user is still on the telephone — and close the incident if the resolution is
successful.

e Discover the exact symptoms

e Service Desk may be able to resolve the incident immédiately. If not,
it may need to be escalated

 MO06_SERVICE OPERATION LIFECYCLE SG V3.0.00C
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Incident Escalation

wett

Hierarchical
escalation

Furnictional escalation

Figure 5 - Incident Escalation
Diagram © Crown copyright 2007. Reproduced under licence from OGC

Hierarchic Escalation — Informing or involving more senior levels of
management to assist in an escalation

Functional escalation — transferring an incident, problem or change to a
technical team with a higher level of expertise to assist in an escalation.

Investigation Each of the support groups involved with the incident handling will

and Diagnosis  j,yegtigate and diagnose what has gone wrong — and all such activities
should be fully documented in the incident record so that a complete
historical record of all activities is maintained at all times.

e Establishing what exactly the user requires

¢ Understanding the chronological order of events -

e Confirm full impact of the incident

¢ Identifying any events which could have triggered the incident
e Knowledge searches

Resolution and e Making sure that all activities have been undertaken to resolve the
Recovery fault

o Test that the service has been restored

07June2010 - ) Pége13 of‘2:3\
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Incident Closure  The service desk should check that the incident is fully resolved and that
the users are satisfied and willing to agree the incident can be closed.
The Service Desk should also verify the following:

e Closure Category

e User satisfaction survey

e Incident documentation

e Determining whether the incident may recur
e Formal closure

e Determining rules for re-opening incidents

Refer to ITIL® V3 Core Publications

SO 4.2, Fig4.2
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Problem Management

Objective

Basic Concepts
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%‘ Problem Models

Activities

07 June, 2010

The primary objectives of problem management are to prevent problems
and resulting incidents from happening; to eliminate recurring incidents;
and to minimise the impact of incidents that cannot be prevented

e A Workaround is a way to reduce or eliminate the impact of an
incident or problem for which a full resolution is not yet available.

e A Problem is defined as the unknown cause of one or more
incidents.

e A Known Error is a problem that has a documented root cause and-
A workaround-—
+ Known Errors are created and managed throughout their lifecycle
by problem management

e The Known Error Database (KEDB) is a database containing all
known error records.

+ This database is created by problem management and used by
incident and problem management

Some incidents may recur because of dormant or underlying problems.

The creation of a problem model for handling such problems may be
helpful if they continue to occur. The concept of a problem model is
similar to that of an incident model, as described in Incident
Management.

Problem Management consists of two major processes:

e Reactive Problem Management which is generally executed as part
of the Service Operation Lifecycle

e Proactive Problem Management which is initiated in Service
Operation, but generally driven as part of the Continual Service
Improvement lifecycle

k Page 15 :(;f 23
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Figure 6 —~Problem Activity Process Flow
Diagram © Crown copyright 2007. Reproduced under licence from OGC
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Problem There are a number of ways in which problems will be detected
Detection including:

e Suspicion by the Service Desk

e Analysis by a technical support group

e Automated detection by monitoring tools
e Notification from a supplier

¢ Analysis by Proactive Problem Management

Problem All relevant details of the problem need to be recorded including date
Logging, and time stamping. A cross reference needs to be made to any relevant

g:ct’egonsatvon incidents and any relevant details copied across.

Prioritisation ) . o
Problems must also be categorized and prioritized. Generally this will be

done using the same principles as for incident Management.

For prioritisation, Problem Management will also need to take into
account:

¢ Can the system be recovered or does it need to be replaced?

e How much will it cost?

e How many people with what skills will be needed to fix the problem?
e How long will it take to fix the problem? |

e How extensive is the problem?

Problem An investigation should be conducted to try to diagnose the root cause of

Investigation the problem — the speed and nature of this investigation will vary

and Diagnosis depending on the impact, severity and urgency of the problem. There are
a number of useful techniques which may be employed when solving
problems which include methods such as Kepner and Tregoe, Parcto
Analysis and Chronological Analysis.

The CMS will be used to determine the severity of the impact and the
KEDB may also be accessed to determine if there are any related
incidents or problems (problem matching)

Ceo vl A
It a workaround is found, the problem record shoutd remain open, and
the details of the workaround recorded within the Problem record.

07 June, 2010



DIMENSION 2
~ DATA £z

LESHEHIMEG FOLUTHINE

‘!:FIL® V3foundat‘ion 44444444

Raising a As soon as the diagnosis is complete, and particularly where a
ggow?j Error workaround has been found (even though it may not yet be a permanent
cor resolution), a Known Error Record must be raised and placed in the
Known Error Database — so that if further incidents or problems arise,
they can be identified and the service restored more quickly.

However, in some cases it may be advantageous to raise a Known Error
Record even earlier in the overall process — just for information
purposes, for example — even though the diagnosis may not be complete
or a workaround found, so it is inadvisable to set a concrete procedural
point exactly when a Known Error Record must be raised. It should be
done as soon as it becomes useful to do so!

Problem Ideally as soon as a solution has been found, it should be applied to

Resolutionand  ¢5o]ye the problem through the established Change Management

Closure . . . .
process (except in the case of emergencies. In this case, the resolution
may be handled through the Emergency Change process.

Once the change has been successfully implemented and reviewed, the
problem should be formally closed — as should any related incidents that
are still open.

Major Problem  After every major problem (as determined by the organization’s priority
Review system), while memories are still fresh a review should be conducted to
learn any lessons for the future. Specifically, the review should examine:
e Those things that were done correctly
e Those things that were done wrong
e What could be done better in the future

e How to prevent recurrence

e Whether there has been any third-party responsibility and whether
follow-up actions are needed.

M06_SERVICE OPERATION LIFECYCLE SG V3.0.D0C
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Refer to ITIL® V3 Core Publications

Generic Concepts and Definitions

Problem - SO 4.4, Fig 4.4

Workaround - SO 4.4.5.6

Known Error - SO 4.4.5.7

Known Error Data Base (KEDB) - SO 4.4.7.2

Processes
SO 4.4

~ Service Operation Lifecycle
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Event Management

Objective The objective of Event Management is to create the ability to detect
events, make sense of them and determine the appropriate control action.

It provides the basis for other processes including Incident Management,
Service Level Management (for reporting and monitoring) and Problem
Management.

Basic Concepts e An Event is defined as a change of state that has significance for the
management of a CI or an IT Service.

e An Alert is a warning that a threshold has been reached, something
has changed or a failure has occurred.

Types of Events  Types of Events include events that:

e Signify normal operation

* E.g. A user logging on; an email reaching its recipient

o Signify an exception

+ E.g. A scan showing unauthorised software; log on attempt with
an incorrect password; payment authorisation site unavailable

¢ Signify unusual, but not exceptional operation
+ Indicates a situation requires closer monitoring

+ Often the result of a combination of unusual workloads

It is important to define what constitutes normal versus unusual versus
an exception. The purpose of event management is to act as a filter for
all the events which are recorded in the event management system. They
will be many events but not all will be incidents. Event management
needs to ensure that all events are recorded; the appropriate notifications
take place and any events which are identified as incidents are passed on
to the incident management process.

Refer to ITIL® V3 Core Publications

Generic Concepts and Definitions
Event - SO 4.1
Alert - SO 4.1, SO Glossary

Processes
SO4.1.1,4.14

Page 200f23 © MO6_SERVICE OPERATION LIFECYCLE SG V3.0.00C
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Request Fulfilment

- Objective

Basic Concepts

07 June, 2010

Request fulfillment is the processes of dealing with service requests
from the users. The objectives of the request fulfillment process include:

e To provide a channel for users to request and receive standard
services for which a predefined approval and qualification process
exists

e To provide information to users and customers about the availability
of services and the procedure for obtaining them

e To source and deliver the components of requested standard services
(e.g. licenses and software media)

e To assist with general information, complaints or comments

The term ‘Service Request’ 1s used as a generic description for many
varying types of demands that are placed upon the IT Department by the
users. Many of these are actually small changes — low risk, frequently
occurring, low cost, etc. (e.g. a request to change a password, a request
to install an additional software application onto a particular
workstation, a request to relocate some items of desktop equipment) or
maybe just a question requesting information — but their scale and
frequent, low-risk nature means that they are better handled by a
separate process, rather than being allowed to congest and obstruct the
normal Incident and Change Management processes. "

A service request is defined as a request from a user for information, or
advice; or for a standard change or for access to an IT Service

e Many will occur regularly so will have a predefined process flow
known as a “Request model”. This model outlines actions to be
taken, contacts, timeframes

e Will usually be resolved by implementing a Standard change

e The service desk owns the service requests and their management

Refer to ITIL® V3 Core Publications

Generic Concepts and Definitions
Service Request - SO 4.3

Processes
SO043.1,434
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Objective Access Management provides the right for users to be able to use a

service or group of services. It is therefore the execution of policies and
actions defined in Security and Availability Management.

Basic Concepts e Access management is the process that enables users to use the
services that are documented in the service catalogue. It comprises
the following basic concepts

e Access refers to the level and extent of a service’s functionality or
data that a user 1s entitled to use

e [Identity refers to the information about them that distinguishes them
as an individual and which verifies their status within the
organisation

e Rights (also called privileges) refer to the actual settings whereby a
user is provided access to a service or group of services

e Services or Service groups. It may be possible to group services
together and grant access in that way

o Directory services refers to a specific type of tool that is used to
manage access and rights

Refer to ITIL® V3 Core Publications

SO 4.5 Intro,4.5.1,4.5.4
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Module Summary

Learning The learning outcomes covered in this module will enable you to:
. Outcomes

The Service Lifecycle
* Account for the main goals and objectives of Service Operation
(ITILFNDO02 02-08)

* Brniefly explain what value Service Operation provides to the
business (ITILEND02 02-09)

Generic Concepts and Definitions Event
» Event (ITILFNDO03 03-24)

* Alert ITILFNDO3 03-25)

* Incident (ITILFNDO03 03-26)

* Impact, Urgency and Priority (ITILFND03 03-27)

* Service Request (ITILFNDO03 03-28)

* Problem (ITILFND03 03-29)

+ Workaround (ITILFNDO3 03-30)

*  Known Error (ITILFND03 03-31)

* Known Error Data Base (KEDB) (ITILFND03 03-32)

* The role of communication in Service Operation (ITILFND03 03-33)

Processes
* Explain the high level objectives, basic concepts, process
activities, and relationships for:

= Incident Management (ITILFNDOS 05-71)
* Problem Management (ITILFNDOS 05-72)
* State the objectives and basic concepts for:

= Event Management (ITILFNDOS 05-81)
= Request Fulfilment (ITILENDO5 05-82)
» Access Management (ITILENDOS 05-83)

07 June, 2010
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Module 7:

Continual Service Improvement (CSl)
Lifecycle
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Continual Service Improvement
Overview

This is the Continual Service Improvement Lifecycle Module.

ITIL® Service
- Lifecycle

Service
Strategy.

Figure 1 - ITIL® Service Lifecycle
Diagram © Crown copyright 2007. Reproduced under licence from OGC

'Goal and The primary purpose of CSI is to continually align and re-align IT

| Objectives services to the changing business needs by identifying and implementing
y improvements to IT services that support business processes.

The objectives of the CSI Lifecycle are to:

e Review, analyse and make recommendations on improvement
opportunities in each lifecycle phase

e Review and analyse Service Level Achievement results
e Identify and implement improvement activities
e Improve cost effectiveness

e Ensure applicable quality management methods are used to support
continual improvement

07 June, 2010 Page 5 of 13-
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Key Principles and Models

The Deming
_ Cycle

Maturity Level

Consolidation of the level

S ¢2ChEd

i.e. Baseline

i

Time Scale

Figure 2 - Deming Cycle
Diagram © Crown copyright 2007. Reproduced under licence from OGC

W. Edwards Deming is best known for his work in the development of a
quality management philosophy (illustrated in the diagram above). The
approach was to be continually striving for better and better quality. He
developed what has become known as the four-step Deming Cycle. The
Steps being Plan, Do, Check and Act — the documentation of the
improvements and the consolidation of these 1s what maintains the
standard.

Planning for improvement initiatives (Plan) — At this stage goals and
measures for success are established, a gap analysis is performed, action
steps to close the gap are defined, and measures to ensure the gap was
closed are established and implemented.

Implementation of improvement initiative (Do) — This includes
development and implementation of a project to close the identified
gaps, implementation of the improvement to service management
processes, and establishing the smooth operation of the process.

Monitor, measure and review services and service management
processes (Check) — During this stage the implemented improvements
are compared to the measures of success established in the Plan phase.
The comparison determines if a gap still exists between the
improvement objectives and the operational process state. Gaps don’t
necessarily require closure. A gap may be considered tolerable if the

07 June, 2010 Page 7 of 13
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actual performance is within allowable limits of performance. At the
Check stage, the expected output is recom